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NO.1 Refer to the exhibit.

Discovered Access Points: AP Classification = Interfering, Active = Yes

| Ex

BSSID Band PHY Type SSID Channel Clients AP Classification Encryption Marked to
k 4 : 4 T T 4 - T
Interfering (‘:lgntain

00:17:9a:2a:af:92 24GHz g Hallissey 1 0 Interfering Open MNa
00:1a:1e:42:5a:90 2.4 GHz g-HT arubaTraining 1 0 Interfering WPA MNa
00:21:29:92:0f:16 2.4 GHz g-HT 1990 Metwork 1 2 Interfering WPA i (s}
00:22:2d:73:1e:ea 2.4GHz g casa2 & 0 Interfering WPAZ Mo
00:22:b0:ca:39:49 2.4 GHz g-HT wilcox123 1 1 Interfering WEP MNa
00:23:54:38:76:6e 2.4GHz g WLAN 11 0 Interfering Open MNa
00:24:6c:B6:23:82 2.4 GHz g-HT casal 11 O Interfering WPAZ2 Mo
00:24:6c:B6:2a:8B8 5 GHz a-HT40 d002e797c51f0956b5e0cb1aS1bc2ie 40 O Interfering WPA Mo
00:24:6c:86:2a:8a 5 GHz a-HT40 casal 40 0 Interfering WPAZ Mo
58:6d:Bf:fd:f5:d2 2.4 GHz g-HT40 Marjos 3 0 Interfering WPA MNa
B4:c9:b2:66:cb:aa 2.4 GHz g-HT string 1 O Interfering WPA Mo
98:2c:be:42:29:01 2.4GHz g Tokay i D Interfering WPAZ Mo

What can an administrator conclude about the APs shown in the exhibit?

A. No evidence has been gathered that shows the APs are attached to the wired corporate network.
B. The reason the APs are classified as interfering because they are running in 2.4 ghz spectrum.

C. Evidence has been gathered that shows the APs are connected to the Aruba network.

D. The reason the APs are classified as interfering because they are not Aruba APs.

Answer: A

NO.2 With Visual RF location tracking, show location history can be set for a maximum of?
A. 1 hour

B. 6 hours

C. 24 hours

D. 12 hours

Answer: C

NO.3 Which of the following controllers has an integrated single radio AP?
A. 3200

B. 620

C. 650

D. 651

Answer: D

NO.4 Which parameters can be specified in a rule for AP classification? (Choose three.)
A. Confidence Level

B. Operating mode of an AP

C. Number of clients connected to an AP

D. SSID of an AP

E. SNR of an AP

Answer:ADE

NO.5 A company uses Aruba Mobility Controllers and Aruba APs. The APs incur a power outage.
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Which Aruba feature should be implemented to allow the surrounding APs to provide wireless
coverage for the area of the AP that lost power?

A. High Availability

B. Adaptive Radio Management
C. Band Balancing

D. Airtime Fairness

Answer: B

NO.6

Server Group > corporateServers Show Reference Save As Reset

Fail Through

Load Balance

Servers
Mame Server-Type trim-FQDN Match-Rule
FadiusMNY1 Radius Mo
RadiusMiami Radius Mo
Mew

Server Rules

Priority Attribute Operation Operand Type Action Value Validated
Mew

View the Server group screen shot above.

A company has provisioned the same VAP, AAA and SSID profiles at both its Miami and NY offices.
This Server Group is applied for 802.1x authentication at both locations.

The user's credentials are only found in the Miami Radius server "RadiusMiami”.

There is no Radius synchronization and both servers are reachable.

What happens when the user attempts to authenticate?

A. The controller recognizes the users Domain and sends the authentication request directly to
RadiusMiami.

B. The request is initially sent to RadiusNY1 then RadiusNY1 redirects the controller to send the
authentication request to RadiusMiami

C. RadiusNY1 receives the request and returns a deny. No other action is taken.

D. RadiusNY1 receives the request and returns a deny. The authentication request will then be sent
to RadiusMiami.

E. The RadiusNY1 sends the request to RadiusMiami that replies to the controller

Answer: C

NO.7 What additional fields must be configured in the configuration wizard if the controller role is
selected as a local instead of a standalone controller?

A. The Local's SNMPv3 user name and password
B. The Master IP address
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C. The Local's loopback address
D. The IPSec PSK for Master/Local communication
Answer:BD

NO.8 A Valid client laptop is attempting to associate to a Rogue AP. The AM in proximity creates a
Tarpit. What are the two mechanisms that the AM can utilize to Tarpit? (Choose two)

A. Fake client's BSSID
B. Fake SSID

C. Fake Channel

D. Fake BSSID

E. Fake ESSID
Answer: CD

Explanation
5-2 - IDS Other

NO.9 What is true about Global Session ACL? (Choose two)
A. Any rules will apply to all users in the AP-group

B. Any rules will apply to all users in the Network

C. Any rules will apply to all users in the controller

D. Isin the first position in all roles

E. When added it is in the first position in selected Role
Answer:BD

NO.10 Which protection mechanism does PEAP use to protect authentication credentials between
the supplicant and the authentication server?

A. PSK

B. SSL/TLS
C. CPSec
D. IPSec
Answer: B

NO.11 The Aruba Policy Enforcement Firewall (PEF) module supports source network address
translation (src-nat).

Which is a use of this statement in an Aruba configuration?
A. provide a single source IP address for users in a role

B. redirect Captive Portal HTTP sessions

C. redirect Access Points to another Aruba controller

D. provide IP addresses to clients

E. redirects clients to Aruba Firewall

Answer: A

Explanation

2-5 - Policy Interpretation
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NO.12 Exhibit:

Aruba Controller " ServerFarm )

Core Switch

N =
Referring to the diagram provided for this question, representing an office wireless LAN deployment,
there will be approximately 250 users in the offices section of the building. All Switches are setup as
L3 routers.

According to Aruba best practice, which network device is the best choice for the wireless clients'
default gateway?

A. device ‘A’

B. device 'B'

C. device 'C'

D. device 'D*

E. device 'C or D'

Answer: B
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